
COPYRIGHT MATERIAL 

NOT TO BE REPRODUCED

  CoNTeNTS 

      About the author viii

Preface   ix

  Acknowledgements   x    

    01 Introduction to social media  1

  What is social media?  1

 The power of social media  3

 Traditional social media vs enterprise social networks  5

 Controlling the uncontrollable  8

 Why is governance and risk management so important?  9

Chapter overview 10

Summary 12

    02 Risk  13

  Overview  13

 Risk strategy  13

 The risk continuum  17

 Corporate culture  19

 Social media risk maturity model  21

 Risk categorization  23

 Summary  33

    03 Strategy  35

  Overview  35

 Designing a strategy  35

 Getting everyone on the same page  48

 Advocates and reverse-mentors  50

 Crowdsourcing  56

 Aligning your governance to your strategy  62

 Summary  64

Social Media Risk and Governance_NewProof.indb   5 8/3/2015   4:01:43 PM



COPYRIGHT MATERIAL 

NOT TO BE REPRODUCED

Contentsvi

04	 Data privacy and control  65

Overview  65

Data privacy and protection  65

Data management  71

Implementing controls  77

Summary  81

05	 Governance  83

Overview  83

Roles and responsibilities  83

Moderation  93

Data quality  99

Monitoring  105

Metrics and performance indicators  109

Operating procedures  115

Summary  122

06	 Policy, training and awareness  123

Overview  123

The purpose of a social media policy  123

Creating an effective social media policy  125

The purpose of a privacy policy  130

Creating an effective privacy policy  132

Training and awareness  135

Summary  139

07	 Crisis management   140

Overview  140

Planning and preparation  140

Assessing an incident  146

Implementing a crisis response strategy  149

Responding to a crisis  153

Crisis testing and simulation  157

Summary  158

Social Media Risk and Governance_NewProof.indb   6 8/3/2015   4:01:43 PM



COPYRIGHT MATERIAL 

NOT TO BE REPRODUCED

Contents vii

08	 Cyber security  160

Overview  160

What is cybercrime?  160

Account management  165

Social engineering  172

Securing your network and data  179

Summary  181

09	 Regulation  182

Overview  182

The social media regulation mix  182

Dealing with character limitations  192

Future of regulation   193

Summary  194

10	 The future and its opportunities  196

Overview  196

Social media analytics  196

Farewell, email!  198

Education  203

Democracy 2.0  206

Resilience and the need for trust  211

Summary  213

Further reading  214

Index  215

Social Media Risk and Governance_NewProof.indb   7 8/3/2015   4:01:43 PM




